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This symbol, found on your product or on its packaging, indicates that this
product should not be treated as household waste when you wish to dispose
of it. Instead, it should be handed over to an applicable collection point for the
recycling of electrical and electronic equipment. By ensuring this product is

disposed of correctly, you will help prevent potential negative consequences to the
environment and human health, which could otherwise be caused by inappropriate disposal
of this product. The recycling of materials will help to conserve natural resources. For more
detailed information about the recycling of this product, please contact your local city
office, household waste disposal service or the retail store where you purchased this

product.
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1  Overview

1.1 Overview

In the past, remote sensing system was limited to industrial sites. However, nowadays the
system is being applied in all sectors of society as there are high demands on automation

efficiency and IoT technology.

SCADA is a system where HMI operates with 10T sensor, RTU and PLC to monitor and to
provide control of remote equipment. IDIS-200 collects data from multiple remote devices to
one place, and deliver HMI control commands to provide an optimized solution for loT

environment.

1.2 Features

® Supports Modbus/TCP

® Max 100 Remote loT Gateway

® Max 32 Human-Machine Interface(Human-Machine Interface, HMI)

® Robust secure options (SSL 3.0 / TLS 1.0, Password)

® \Various Debugging function for communication status (RS232 Console, TELNET)
® Redundancy Operation (Master / Slave)

® Dual Power (AC 100V ~ 240V)

@ SOLLAE SYSTEMS 5. https://www.ezTGP.com
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1.3 Application Diagram

1.3.1 System diagram

IoT Gateway IoT Data Integration Server Human Machine Interface

Control
Center
Sensor Medbus/TCP Mddbus/TCP
RTU ‘ '
PC

PLC

3 | 4
All Data in one place - e
> I Mobile

IDIS-200 operates as a server and stands by a connection from Gateway and HMI. Once it is

Figure 1-1 IDIS-200 application diagram

connected, Modbus/TCP protocol is used to communicate with Gateway and HMI. Also, IDIS-

200 supports simultaneous connections from up to 100 Gateways.

1.3.2 IDIS-200 Gateway Information memory area

The information of Gateway can be stored in IDIS-200 memory area and read the data at
HMI. Gateway information memory area can be divided into system information memory area

and Gateway data memory area.

® System information memory area
It writes the communication status such as TCP connections along with information on

gateway and time. It occupies the memory for every 10 words per Gateway.

® Gateway data memory area

This area is for the data from Gateway. Gateway can be used up to 100 words each.

SOLLAE SYSTEMS -6 - https://www.ezTCP.com
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1.3.3 Communication to Gateway

IDIS-200 supports up to 100 Gateways. Each gateway has its own ID. Default ID is numbered
from SOLLAEOO1 to SOLLAE100. After connecting to Gateway, verify ID and write data in
Gateway data memory area. While it writes data, system information is also updated in System

information memory area.
Modbus/TCP protocol is used for communication. IDIS-200 sends query depending on the type,

unit and length of the query. Then, Gateway responses on data value. The data is written in

the Gateway information data memory area of IDIS-200.

IDIS-200 (Data length — 10 Words)

0
/// Communication Status (Read) (word)
// Communication Status (Write)
v 2
//
A

e Last Update Tick

y 6
& Gatewayl
v System Reserved
10
Gatewayl 7|6|5|4|3[2|1]0
Data
20
Gateway2 System information
l Gateway?2 E}

Gateway2 Data

40
1980
Gatewayl00 System information
l Gateway100 lr
Gatewayl00 Data
2000

Figure 1-2 communication to gateway
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1.3.4 Communication to HMI

Maximum 32 HMI can be connected to IDIS-200. It also uses Modbus/TCP protocol. After

setting memory to the desired data, HMI sends queries to IDIS-200 and IDIS-200 sends

data from the memory area.

1DIS-200 (Data length — 10 Words)

Gatewayl
System
information

Communication Status (Read)

Communication Status (Write)

Last Update Tick

Reserved

Gatewayl
Data

Gateway2 System information

Gateway2 Data

Gatewayl00 System information

Gatewayl00 Data

SOLLAE SYSTEMS

(word)

10

1980

>

2000

Figure 1-3 communication to HMI
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1.4 Specification

1.4.1 Hardware

Input Voltage AC100V ~ AC240V X 2
Power Power
) About 4W
Consumption
Dimension 437mm X 240mm X 45mm
Size 19 inch rack / 1U
Weight About 2.6Kg
) 1 x RS232 — System Console
Serial
115,200bps / 8 Data-bit / 1 Stop-bit / Parity None
Interface
Ethernet 10Base-T or 100Base-TX (Auto)
Network
Auto MDI/MDIX(cable auto-sensing)
Temperature Storage: -20 ~ 70°C / Operating: 0 ~ 60°C
Approval KC
RoHS RoHS Compliant

Table 1-1 Hardware specifications

1.4.2 Software

TCP, IP, ICMP, ARP DHCP, DNS,
Modbus/TCP, TFTP, Telnet, SSL

Protocol

IDIS Manager Configuration tool for Windows O/S

Design part of simple HMI
' o IDIS Maker )
Major Utilities for Windows O/S

Run part of simple HMI
for Windows O/S

IDIS Viewer

Table 1-2 Software specifications

SOLLAE SYSTEMS -9.- https://www.ezTCP.com
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1.5 Dimensions

1.5.1 Dimensions

Unit : cm

I 3

45.7

L J

Figure 1-4 Dimensions

<  Dimensions may vary according to a method of measurement.
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1.6 Interface

1.6.1 Layout

There are LAN port, console port, power input port, and etc., in the back panel. The front

panel has five LEDs which indicates system status.

O [DIS;200

Figure 1-5 Panel layout
@ STATUS LED: PWR, LINK, STS, ACT, HMI
@ LAN port: Ethernet 10/100M
® Console port: RS232 / 115,200bps / 8 Data-bit / 1 Stop-bit / Parity: None
@ FUNCTION button
® POWER switch
® Power input port: AC 100V ~ 240V

1.6.2 LED
Mode Name Color Status Description
- PWR Red On Supplying the power
Blinks Receiving or transmitting network data
LINK Yellow
On Connected to network
Blinks once IP address assigned
Normal
d STS Yellow Blinks four Fail to obtain a DHCP-assigned IP
mode
times at once address
ACT Green On Redundancy active mode
HMI Green On HMI connected to IDIS-200

Table 1-3 LED information of the front panel

SOLLAE SYSTEMS 11 - https://www.ezTCP.com
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1.6.3 Network interface

IDIS-200 has an Ethernet port for network interface. It automatically detects Ethernet
speed, 10Mbps or 100Mbps. In addition, it supports auto MDI/MDIX that detects the type

of cable, 1:1 or cross.

12345678

Figure 1-6 RJ45 connector for Ethernet interface

® RJ45 Connector

Pin

R Pin name Direction
1 X+ Output
2 TX- Output
3 RX+ Input
4 - -
g - -
6 RX- Input
7 - -
8 - -

Table 1-4 RJ45 connector

® LED indicator of RJ45

Color Status Description
On Connected to network
Green Off Not connected to network
Blink Receiving or transmitting network data
On Connected to 100Mbps Ethernet
Yellow
Off Connected to 10Mbps Ethernet

Table 1-5 LED indicator of RJ45

SOLLAE SYSTEMS 12 - https://www.ezTCP.com
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1.6.4 Console port

IDIS-200 provides one RS232 port to debug product. This port is interfaced with D-sub 9
pin male connector and is configured to 115,200bps / 8 data bits / 1 stop bit / parity
NONE.

O\ "sooe [O
® 0 ® 6

Figure 1-7 D-sub 9 pin male connector

® Pin assignment in RS232

Number [ Name Description Level Direction Etc.
1 DCD Data Carrier Detect RS232 IN N/C
2 RXD Receive Data RS232 IN required
3 TXD Transmit Data RS232 ouT required
4 DTR Data Terminal Ready RS232 ouT N/C
5 GND Ground Ground - required
6 DSR Data Set Ready RS232 IN N/C
7 RTS Request To Send RS232 ouT N/C
8 CTS Clear To Send RS232 IN N/C
9 RI Ring Indicator RS232 IN N/C

Table 1-6 Pin assignment in RS232

< N/C: Not Connected

1.6.5 FUNCTION Button

This button can be used to restore factory environment parameters.

1.6.6 Power

The operating voltage is AC 100V ~ 240V. There are 2 power input ports. If one port does

not work, the other port can be used.

SOLLAE SYSTEMS -13 - https://www.ezTCP.com
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2 Configuration

2.1 Installation

2.1.1 Connection

Before configuration, IDIS-200 and a PC should be connected via serial or Ethernet. It is
okay if there are switching hub between a PC and IDIS-200. Please refer to “2.3.2 Using
TELNET” or “2.2 Configuration via IDIS Manager” in case of connecting with LAN cable,

and refer to “2.3.3 Using Console” in case of connecting with serial cable.

o—9 AN
&—o RS232

IDIS-200

Figure 2-1 Connection for configuration

= A USB to RS232 cable would be necessary in case if there’s no RS232 port on a PC.

2.1.2 Default settings

Environment parameters of IDIS-200 can be set via “Shell command” or “IDIS Manager”. The
table below shows the major parameters and the default value for each. Before use, all

environment parameters should be set with proper values.

Name Default value
Local IP Address 192.168.1.200
Network
Subnet Mask 255.255.255.0
HMI Local Port 502
Normal port number 1470
Secure port number (SSL) 1480
Gateway -
Poll interval (sec) 1
Communication fail time (sec) 180

Table 2-1 Default value of major parameters

@ SOLLAE SYSTEMS 14 - https://www.ezTGP.com
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2.2 Configuration via IDIS Manager

Some of important environment variables can be configured via IDIS manager for Windows

OS. For the configuration, search IDIS-200 using "MAC Address Search” or “IP address

Search”.
F B
1DIS Configuration Utility 1.0A (2016.02.03) [10.7.0.57-Realtek RTL2139/810x Family Fast Ethernet NIC] =]
MAC Address Product Firmware IP Address Cormment
00:30:F9:13:B0:01 | IDIS-200 192.168.1.200 ]
Search Settings and Management
@
— MAC Address Search Search l | Comimunication | Gateway H Certificate ]
() 1P Address Search
l Connect to Console “ Password ” Change Ff'W ]

Figure 2-2 IDIS Manager

@ SOLLAE SYSTEMS -15 - https://www.ezTGP.com
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-

(& Communication

E5CS)

Metwork Settings

() Obtain an IP Automatically (DHCF)
(@ Use static IP address:

IP Address of IDIS

192 . 188 . 1 . 200
Subnet Mask
255 ., 255 ., 255 ., 0

Gateway IP Address
0 .0 . .0

DMS IP Address
0 .0 .0 .0

Obtain DMNS Server Address Automatically

Server Settings

Gateway Secure TCP Port Mumber
1480

Gateway TCP Port Mumber
1470

Redundancy Settings

Redundancy Master -

Backup Server IP Address
W] .0 .0 .0

General
Comment

Write

| |

Close

Figure 2-3 Communication settings

® Selecting the IP address allocation method

Depending on your network environment, select “Obtain an IP Automatically (DHCP)" or

“Use static IP address”.

® |P Address of IDIS

This is for the IP address of IDIS-200. It is used for Modbus/TCP server address.

® Subnet Mask

A subnet mask should be set on this box.

® Gateway IP Address

A gateway IP address of user’s network should be set on this box. Gateway is required to

connect with other network. If it is not correct, Internet or inter network communication

will be not possible.

® DNS IP address

This box is for an IP address of DNS server.

® Gateway Secure TCP Port Number

This is TCP server-listening-port number for Modbus/TCP connection when securely

communication(SSL) to Gateway.

SOLLAE SYSTEMS
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® Gateway TCP Port Number
This is TCP server-listening-port number for Modbus/TCP connection when

communicating to Gateway without any secure protocols.

® Redundancy Settings

Users can select either Master or Slave for redundant communication. There are 2 modes.
One is Active mode that IDIS-200 receives data from Gateway, the other is Backup mode
that receives backup data from active IDIS-200. If recent data is not received, mode will be
changed from Active to Backup and vice versa. At the first boot, configurations of Master

and Slave are defined as active mode and backup mode respectively.

® Backup Server IP Address
In order to prevent the simultaneous activation of two devices, IDIS-200 (Master) connects
to IDIS-200 of fixed address to check the operating status. Once it confirms the activation

status, it forces to operate as backup mode.

® Comment

This text box is for simple name of IDIS-200.

2.2.2 Gateway Settings

[E§ Gateway = | B |l o)
Gateway 1D Gateway Comment Server System Memory Address  Server Data Memary Address Datalength{WORD)  Queryl Query2 o
[sowseoor | Jo.s o~ lw___JRead [c\woen i > SEVER:SI0) | Read/Write, [GA: 58, d6if) <> [SERVER: £11] |
SOLLAE0D2 20~29 30~39 10 Read, [G/W: 0, 10Word] -» [SERVER: #30]

SOLLAE0D3 0~ 5059 10 Read, [G/W:#0, 10Word] - [SERVER: #50]
SOLLAEDO4 60 ~ B9 70 ~79 10 W:#0, 10Word] -> [SERVER: #70]
SOLLAEODS 20 ~89 %0 ~9 10 , 10Word] -» [SERVER: #90] =
SOLLAE0DS 100 ~ 109 110 ~ 119 10 , 10Word] -> [SERVER: #110]
SOLLAEOO7 120 ~ 129 130 ~ 139 10 , 10Word] -> [SERVER: #130]
SOLLAE0DS 140 ~ 149 150 ~ 159 10 , 10Word] -> [SERVER: #150]
SOLLAEODS 160 ~ 169 170 ~ 179 10 Read, [G/W:#0, 10Word] -> [SERVER: #170]
SOLLAEO1D 180 ~ 189
SOLLAEO1L a0~ | (2 Query [
SOLLAED12 220 ~ 229
SOLLAEO13 240 ~ 248 Queryl Query2 Query3 Query4
SOLLAEDLS 20 - 768 Server Data Memory Address 0 1
SOLLAED15 280 ~ 289

Enable Yes Yes Mo
SOLLAEO1E L) Query Type Read Read Mirite
SolLAEoL? I ~ 329 Gateway Data Memory Address 0 3
SOULARDLS 0 - 348 Data Unit Bit Bit
SOLLAEO1S 360 ~ 369 Date Length 4 4
SOLLAE020 380 ~ 389
SOLLAEDZ1 400 ~ 409
SOLLAE022 420 ~ 429
SOLLAE023 240 ~ 449
SOLLAEDZ4 460 ~ 469 470 ~ 479 10 Read, [G/W:#0, 10Word] -> [SERVER: 2470]
SOLLAE2S 480 ~ 489 430 ~ 499 10 +#0, 10Word] - [SERVER: #450]
SOLLAE026 500 ~ 509 510~ 518 10 , 10Word] -> [SERVER: #510]
SOLLAEDZ7 520 ~ 529 530 ~ 539 10 , 10Word] -> [SERVER: #530]
SOLLAE023 540 ~ 549 550 ~ 559 10 , 10Word] -» [SERVER: #550]
SOLLAE0ZS 560 ~ 569 570~ 579 10 , 10Word] -> [SERVER: #570]
SOLLAE030 580 ~ 589 590 ~ 599 10 Read, [G/W:#0, 10Word] -> [SERVER: #590]
SOLLAEO31 600 ~ 609 610 ~619 10 Read, [G/W:#0, 10Word] -» [SERVER: #610]
SOLLAE032 620 ~629 630 ~ 638 10 Read, [G/W:#0, 10Word] -> [SERVER: #630] s
<] m '

Figure 2-4 Gateway settings

SOLLAE SYSTEMS 17 - https://www.ezTCP.com
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® Gateway ID
Specify the ID of the Gateway. The default value is SOLLAEXXX.

® Gateway Comment

User can enter a short description of the Gateway.

® Server System Memory Address

This is for System Memory address of IDIS-200. It is fixed at 10 words for each Gateway.

® Server Data Memory Address
This is for Data Memory address of IDIS-200. Data from the Gateway is written in this

area.

® Data Length(WORD)
Assign data length. If the length is changed, system memory address and data memory

address will be updated.

® Query 1~4
If it needs several queries at the same server data memory area, it is available up to 4

queries.

® Server Data Memory Address

It calculates the internal memory area of IDIS-200 accordance with the settings.

® Enable

Select to enable or disable queries.

® Query Type
Select Read or Read/Write.

® Gateway Data Memory Address

Enter the input and output address of Gateway

® Data Unit
Select Words or bits.

® Data Length
This is for data length. The units of the data length changes depending on the selected

data unit.

SOLLAE SYSTEMS - 18 - https://www.ezTCP.com



http://www.eztcp.com/

IDIS-200 User Manual Ver. 1.2

2.3 Configuration via Shell command

2.3.1 Configuration command

Command Parameters Description
DHCP Obtain an IP address automatically
LOCAL IP Local IP Address
env net SUBNET MASK Subnet Mask
GATEWAY IP Gateway IP Address
NAME SERVER IP Name Server IP Address
SSL Secure Port for HMI
SSL
(Yes: Enable, No: Disable)
HMI LOCAL PORT Local Port for HMI (Modbus/TCP)
Timeout for TCP session
XFER TIMEOUT .
(default: 31, Unit: seconds)
Normal local port for Gateway
LOCAL PORT
(Modbus/TCP)
Secure local port for Gateway
SECURE PORT
(Modbus/TCP)
Poll interval
Gateway POLL INTERVAL .
(default: 1, Unit: seconds)
env mbus
Communication fail time
FAIL TIMEOUT .
(default: 180, Unit: seconds)
Timeout for TCP session
XFER TIMEOUT
(default: 13, Unit: seconds)
Redundancy Master / Slave
MASTER
(Yes: Master, No: Slave)
PEER IP ADDRESS Backup Server IP Address
Redundancy Redundancy Server Port Number
PEER PORT
(default: 5020)
REDUNDANCY Timeout for operation state
TIMEOUT (default: 61, Unit: seconds)
Starting Number Starting number to configure
Gateway
. Quantity of ] .
env gate Config. Quantity to configure
Gateways
Global ID Unique ID to distingusih Gateway
SOLLAE SYSTEMS -19 - https://www.ezTCP.com
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(e.g.: SOLLAEOO1)

COMMENT Comment for Gateway
Starting Server Data Memory
IDIS ADDR
Address
WORD COUNT Data Length
Enable sending quer
ENABLE 9 quen

(Yes: Enable, No: Disable)

WRITE ACCESS

Query Type

Query (Yes: Write, No: Read)
(1~4) BIT ACCESS Data Unit (Yes: Bit, No: Word)
IDIS REF Server Data Memory Address
GATE REF Gateway Data Memory Address
READ COUNT Data Length
env cmt COMMENT Comment of product
env pwd PASSWORD Password of product
Table 2-2 Shell command for configuration
SOLLAE SYSTEMS - 20 - https://www.ezTCP.com
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2.3.2 Using TELNET

® Setting Network Area

Add or change the IP address of the network adapter on your PC like the following. In
the menu of [Windows Control Panel] >> [Network Connections] >> [Properties of the
Network Adapter — with right click of your mouse]. Then, you can see the properties of

[Internet Protocol (TCP/IP). Click on the [Advanced..] button to add an IP Address like the

figure below.

-
[ Local Area Connection Properties uw
Networking Internet Pratocol Version 4 (TCP/IPv4) Properties mw
~
Connect using: General Advanced TCP/IP Settings m

& Intelf) FRO/ || you canget1p || | P Settings [pns [ wns

this capability.

for the appropr] IP addresses

This connection uses IP address Subnet mask
o .
L. Client for M 10.10.1. 166 255.0.0.0
3Bl 05 Packed &
Q File and Prir| IP address:
& Intemet Prof | -
o [r——— Subnet mask Add... ] [ Edit... ] [ Remoye ]
i Link-Layer T gefaultgate' Defauit gate
) efault gateways: B
=& Link-Layer | TCPAP Address R
Chbtain DM} Gateway
nstall. ®Usgﬂ1e[j| IP address: 192 . 168 . 1 . 201
Description Preferred Subnet mask: P L T |
Transmission Cont f
wide area networlk] Alternate D [
across diverse inte k Add i [ Cancel
[Cvalidate g | Automatic metric
Interface metric:

[ OK ][ Cancel ]

Figure 2-5 Adding / changing the IP address of users’ PC

® Procedures

1. TELNET Connect to TELNET server (ex, TELNET 192.168.1.200)

(

2. log on Log on to the system shell with password (If it has)

(

3. Configuration | Configure the parameters with proper commands

(

4. Save Automatically reboots when setting has been changed

Figure 2-6 Procedures for configuration via TELNET

3 SOLLAE SYSTEMS -21- https://www.ezTGP.com
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® How to use
@ Run the command prompt (Start >> Run >> “cmd” command)

@ TELNET connection: Enter “telnet [IDIS-200 IP address]” at Window command prompt

Microsoft Windows [Uersion 6.1.76611] -
Copyright (c? 2800? Microsoft Corporation. All rights reserved.

C:lsersWhmkim>telnet 192.168.1.208_

4 I 3

Figure 2-7 Try to make TELNET session
® Log on via TELNET: Password is required if it is already set

EIC w2 _4B{arm?-1little? Copyright{c> Sollae Systems Co. Ltd. -
sh>

Figure 2-8 Log on to IDIS-200 shell via TELNET

@ Configure the parameters with shell command

SOLLAE SYSTEMS 22 - https://www.ezTCP.com
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® Examples of Configuration
@ Enter "[Command]” at Shell

EIC w2 _4B{arm?-1little? Copyright{c> Sollae Systems Co. Ltd. -
sh>env net

Figure 2-9 Enter shell command for configuration

@ Enter proper value to each parameters

EIC w2 _4B{arm?-1little) Copyright{c) Sollae Systems Co.. Ltd. -
zh>env net

IPv4 Hetwork Option

DHCP < Mo} Mo

IPv4 Hetwork Address

LOCAL IP ¢ 192,168 .1.28@> 172 .16.8.288
SUBNET MASK ¢ 255.255.255.4> 255.255.8.8
GATEUAY IP < B.8.8.8> 172 .16.8.254
MAME SERVER IP < #.8.8.8> 8.8.8.8

Figure 2-10 Configuration by TELNET

® IDIS-200 will automatically reboot after user input is over.

SOLLAE SYSTEMS 23 - https://www.ezTCP.com
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2.3.3 Using Console

® Procedures

1. Connection Connect the product to PC with a RS232 cable

4

2. Terminal Open the COM port via serial terminal program

(

3. Configuration Configure the parameters with proper commands

4

4, Save

Automatically reboots when setting has been changed

Figure 2-11 Procedures for configuration via console

The way of usage is the same with TELNET.
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3 System Management

3.1 Upgrading Firmware

3.1.1 Firmware

Firmware is a type of software for IDIS-200 operation. If there are needs for adding
function or fixing bugs, the firmware can be modified and released. We recommend users

to use the latest firmware.

3.1.2 Process

® Downloading the latest released firmware

Download the newest firmware file. We update our homepage when a new firmware is

released. You can find it on our website.
® Run a TFTP client and ready to send the firmware file

Run a TFTP client program. Click [Change F/W] button of IDIS Manager to upgrade

firmware.

Change F/W

[&§ Chande F/W o]
@ IP Address of IDIS @ @
192 . 168 . 1 . 200 Open Send
@ C: s ? top WIDIS200_R 10A_03.BIN
0%

Figure 3-1 Running TFTP client
Click the [Change F/W] button to run TFTP client
Input the IP address of IDIS-200 to the [IP Address of IDIS] text box
Press the [Open] button and choose the firmware file
Check if the name and the path of the firmware file are correct
Click the [Send] button

©® o 6
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® Input the password

F N
Password ﬁ
Password
BEERE
[ Ok ][ Close
Figure 3-2 Password
& Default password is “sollae”

@ Confirm the completed message

F ™
IDIS Configuration Utility 1.0A (2016.02.03) et S|

| Uploading firmware has been successfully completed.

Figure 3-3 Sending firmware file
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3.2 Status Monitoring through Telnet / Console

3.2.1 Network status monitoring

® ‘st net”

This command displays current lpv4 network states of all sessions.

File Edit Setup Control Window Help

mS
[TCP/UDP network connections / states ]

local address peer address sendg recvq state task
TCP 192.168.1.200( 502) 192.168.1.57( 8553) e @ ESTABLISHED HMI[@1]
TCcP 192.168.1.208( 1480) 192.168.1.65(16301) e @ ESTABLISHED gws_@@1
ITCP 0.0.0.9( 148@) 8.0.0.0( ) NJA  N/A LISTEN initGWS
TCP 0.0.0.9( 1478) 8.0.9.0( ) N/A  N/A LISTEM  initGW
TcP 8.8.0.8( 502) 8.0.0.0( @) NJA N/A LISTEN initHMI
TcP 8.0.8.8( 23) 8.0.0.0( ) NJA  N/A LISTEN  telnet
UDP 0.0.0.8(50005) 8.0.0.0( ) NJA  N/A N/A  iotcfg

Figure 3-4 st net

3.2.2 Dump Registers

® “dr gate [gateway number]”
"dr gate” command shows gateway's Systems information and Data registers in the IDIS-

200 memory.

Eile Edit Setup Control Window Help

[Gateway 881 INFO Registers]

pBAE 13 @0 B2 @0 1d c4 63 68 - 00 P@ 0O 6@ 60 60 @8 B8 | ...... [Eooocoooooc
BO08 ©0 66 66 B0 - |

[Gateway 801 DATA Registers]

7018 @7 90 9@ 0O 0O OO 0O 69 - PP PR 0O OR GO GR @B B8 | ................
0018 ©© 66 66 80 - |

msh>l

Figure 3-5 dr gate
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® “dr free [start address] [length]”

"dr free” command displays values of a specified length in the IDIS-200 memory.

File Edit Setup Control Window Help

m5m>dr free B 48 I A
Be8 99 56 64 BB - 0P 60 0B 08 P8 B8 80 B | ..... Vd. . .......

GRS 00 09 PO PO A0 A0 0P AP - 00 OO PO PG B0 BB BB 8D | ................
0016 ©0 00 00 00 60 00 00 08 - |
msh

Figure 3-6 dr free

3.2.3 Reboot

® “reboot”

File Edit Setup Control Window Help

reboot IDIS-288? <y /N> Yes

The system is going down for reboot NOW!

WES512A MIC Loader Socllae Systems
S/W Reset

PCK : 176947288

MCK : 88473680

SDRAM : 67188864

## MIC debugging channel ready ## -

Figure 3-7 reboot
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3.24 Status of IDIS-200

® st env [start number] [quantity of gateway]”

Query settings of each gateway are displayed.

File Edit Setup Control Window Help
[Gateway Configuration Info]
No. bref wc id gatel(b,g/rc) gate2(b,g/rc) gate3(b,g/rc) gated(b,g/rc)
1 e 20 SOLLAEB@1 1@, e/ 4b 11, 8/ 4b
2 28 20 SOLLAE@B2 38, 8/ 16w
3 48 28 SOLLAEB@3 58, 8/ 16w
4 6@ 20 SOLLAE@84 78, a8/ 18w
5 8a 20 SOLLAEB@S 98, 8/ 16w
6 1lee 20 SOLLAE®SE 118, a8/ 18w
7 128 2@ SOLLAEB@T 138, 8/ 16w
8 148 20 SOLLAE@es8 15@, 8/ 16w
9 1e8 28 SOLLAEB@9 178, 8/ 16w
la 188 2@ SOLLAE®18 190, a8/ 18w
11 288 28 SOLLAEB11 218, 8/ 16w
12 228 20 SOLLAE®12 238, a8/ 18w
13 248 20 SOLLAE@®13 2508, e/ 16w
14 268 28 SOLLAE@14 270, 8/ 16w
15 288 20 SOLLAE®1S 298, a8/ 18w
16 3ee 20 SOLLAEB16 310, 8/ 16w -

Figure 3-8 st env

® st gate [start number] [quantity of gateway]”

This command shows communication status and comments of specified gateway.

Eile Edit Setup Contrel Window Help

ms?‘Est gate 1 1 [
[Gateway Status|
Mo . Comments object@ objectl object2 object3

Figure 3-9 st gate
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® st mbus”

"st mbus” command for status of redundancy.

(ACT - redundancy Active mode, BACKUP — Backup mode)
File Edit Setup Centrol Window Help

[IDI5-268 Status] - ACT, timeout: @

msh

Figure 3-10 st mbus
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3.3 Factory Reset

This function is to initialize all the environmental values to the factory default.
3.3.1 How to reset

Press FUNCTION button on the back of IDIS-200 over 5 seconds to reset.
3.3.2 Sequence of LED operation

@® LINKOn

@ STSOn

® ACT On

@ HMI On

" SOLLAE SYSTEMS -31- https://www.ezTCP.com



http://www.eztcp.com/

IDIS-200 User Manual Ver. 1.2

4 Security functions

4.1 SSL

4.1.1 SSL (Secure Socket Layer)

SSL is cryptographic protocol that provides secure communication on the Internet. SSL

works over TCP

4.1.2 How to set SSL

When communicating with Gateway and HMI, SSL protocol can be set to use. For SSL

communication, the certification is required.

® Gateway Secure TCP Port Number
For SSL communication with Gateway, click [Communication] button of IDIS Manager.

Users can change the port number used for SSL at [Gateway Secure TCP Port Number].
Default value is 1480.

-
Communication o
Metwark Settings Server Settings
() Obtain an IP Automatically (DHCF) Gateway Secure TCP Port Number
(@) Lse static IP address! 1430
IF Address of IDIS Gateway TCP Port Mumber
192 . 188 . 1 . 200 1470
Subnet Mask Redundancy Settings
255 . 255 . 235 . 0 Redundancy Master -
Gateway IF Address Backup Server IP Address
i .0 .0 .0 0 .0 . a .0
[ ] Obtain DMS Server Address Automatically
DNS IP Address i
0 a 0 a Comment
Write Close

Figure 4-1 SSL settings for Gateway
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® Secure port number for HMI
IDIS-200 communicates using SSL protocol with HMI, It can be set through console/telnet.

File Edit Setup Control Window Help

sh>env mbus

SSL Na| Yes

(
LOCAL PORT ( 502)
XFER TIMEOUT (

Figure 4-2 SSL settings for HMI

4.1.3 How to make a SSL certification

® C(lick the [Certificate] button in IDIS Manager.

Settings and Managerment

‘ Communication H Gateway | Certificate

‘ Connect to Console H Password Change F/wW

Figure 4-3 Create the certification

® Choose the [Write self-signed certificate]

- h
[5§ Certificate and Hast Key e

(@) Write self signed certificate. !

I Write signed certihicate from certification authorities.
(7 Read the certificate from IDIS,

| ok | cose

Figure 4-4 Certificate and host key

https://www.ezTGP.com
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® Input the key length and information in [Self signed certificate] and click [OK] button.

i b
[&§ Self Signed Certificate ﬁ

Self Signed Certificate

Length of RSA Key 1024 -
Country Mame (2 letter code) [AL] : [KOFEB; Republic of -
INCHEQN

State of Province Name (full name) [Some-State] :

Locality Mame (eg, dty) [] : MAM-GLI

Organization Mame (eg, company) [Internet Widgits Pty Ltd] : SOLLAE SYSTEMS

Organization Lnit Name (eqg, section) ] : Research Team

Comman Name (2g, YOUR MAME) [] : 152.158.1.200

Email Address [] : support@sollae.co.kr

[ Ok ][ Close ]

Figure 4-5 Input the information

® Check the information of certification.

i ™
fig Certificate and Host Key ﬁ

(71 Write self signed certificate.
it i i thorities.

@ Read the certificate from IDIS.

Figure 4-6 Certification information (1)
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{ag Certificate Information

Issuer :
countryMame = KR - Korea, Republic of
stateOrProvinceMame = INCHECOM
localityame = MAM-GLI

organizationMame = S0OLLAE SYSTEMS
organizationalUnitMame = Research Team
commoniame = 192.168.1.200
emailaddress = support@sollae. co.kr

validity
Mot Before : Feb 16 07:25:27 20156 GMT
Mot After : Feb 15 07:25:27 2017 GMT

Subject :
countryMame = KR - Korea, Republic of
stateCrProvinceMame = INCHEOM
localityMame = MAM-GLI

organizationMame = S0LLAE SYSTEMS
organizationalUnitame = Research Team
commoniame = 192.168.1.200
emailaddress = support@sollae.co.kr

Subject Public Key Infa ;
Public Key aAlgorithm: rsaEncryption
Public#ey: (1024 bit)
Modulus:
00:a%:9%:ch:47:85: 7o 27 10 99: 28:00: 25:bd: 10;
5C:35:44:fd:08:91:a5:d4: 35:df: 3d:66:d5: 2h:02:
a7:ffidb:gb;8d:60: 4 ea: Zhicfi 57:50:3a8: 3b: 35:

m

Figure 4-7 Certification information (2)

414 Restriction

New certification is required for new IP address. To make the communication available,

the communication host must set the SSL.
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4.2 Setting password

A password can be used for protecting IDIS-200 from TELNET login or changing
environmental parameters by unqualified hosts. The length is 4~64 character of Alphabet

or number.
@  Default password is “sollae”.

& If user forgets the password, factory reset must be done, and then all the

environmental variables will be reset.
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5 Troubleshoot

5.1 Basic Problem

5.1.1 Check System LED

Name | Status Check
Check the power cord connection.

PWR OFF )
Try to plug the power cord into another outlet.
Check the LAN cable connection.

LINK OFF

Also, check the LAN port on an opposite side of the cable.

oTS Irregular [ If this LED blinks once or four times at a time, the system is most
ON/OFF | likely to have problems. Contact our technical support team.
Check if the ACT LED on the redundancy IDIS-200 is ON.

IDIS-200 keeps the current operation state (active/backup) only

ACT OFF ] }
when it receives the latest data from the Gateway or the

redundancy IDIS-200.

Check if the ACT LED is ON.

HMI OFF (If it is,) please refer to chapter “5.2 Checking communication with
HMI".

Table 5-1 System LED status according to symptoms
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5.2 Checking communication with HMI

5.2.1 Network Configuration

Check the network configuration between IDIS-200 and the host that HMI is operated.
Check if IDIS-200 is configured with proper parameters such as local IP address, subnet
mask, gateway IP address, name server IP address, etc. PING test is a simple method to
confirm the network configurations. Note that PING test is now available in some secure

network.

5.2.2 IDIS-200 Operation State (Active mode / Backup mode)

IDIS-200 should be in the active operation state (ACT LED is ON) to communicate with

HMI. Using the shell command (st mbus) allows to inspect without LED visual check.
5.2.3 TCP connection with HMI

Check if the peer IP address and the peer port number configuration is set the same as

parameters of IDIS-200.
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5.3 Checking communication with Gateway

5.3.1 Communication fail with Gateway

Use shell command to check whether the communication between IDIS-200 and Gateway
has been failed. Then, follow the description of the “Table 4-2 Checklist when

communication is fail”.

Checking
communication Checklist and Description

with Gateway

® Check HMI
Please refer to chapter “5.2 Checking communication with HMI"
Normal
communication ® Communication status address

Check the communication status address configuration of HMI (read

address) is same to IDIS-200’s one (save address).

® Network Connection and Firewall

Check if the TCP port (ex: 1470, 1480) for the communication between
IDIS-200 and Gateway is reachable from external network. An access
to these port can be denied by a firewall policy in some secure
network environment. In this case, users should ask the person in

charge of those network to allow an approach to these port.

® |D Configuration

Check the ID configuration of HMI is same as that of IDIS-200.

Communication ) ) )
IDIS-200 use a unique ID to identify Gateway.

error
® Configuration for Gateway

Check if sending read/write query is enabled. Check also other
configurations for Gateway. Make sure the reference address and

word count for Gateway is properly inputted.

®  Check remote Gateway
Check the network configuration between IDIS-200 and Gateway. (If

it is okay,) also check network configurations of Gateway. Make sure

the peer IP address and the peer port is same as IDIS-200's one.

Table 5-2 Checklist when communication is fail

SOLLAE SYSTEMS -39 - https://www.ezTCP.com



http://www.eztcp.com/

IDIS-200 User Manual Ver. 1.2

5.3.2 When Gateway data is abnormal

If Gateway data is abnormal but the communication status is good, follow the below

description.
Checklist Description
HMI tag Check if HMI tag configuration for reading Gateway data is proper
configuration to the IDIS-200's environment parameters.
When communication with Gateway is not successful, IDIS-200 does
NOT change its communication status to the fail state until the
) communication fail timeout is expired.
Update time ) o
Check the last updated time of the Gateway data. If it indicates the
past than Gateway poll interval, check communication with Gateway.
Please refer to “Table 5-2 Checklist when communication is fail”.
IDIS-200 Check if read address configuration for Gateway is proper.
] ) For example, Gateway would send normal response data even
Configuration ) )
though the data of this address is not necessary.
Gateway Device | Check if I/O devices or sensors connected to Gateway work well.

Table 5-3 Checklist when Gateway data is abnormal
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6 Technical Support and Warranty

6.1 Technical Support

If you have any question regarding to the operation of the product, please visit Customer

Support FAQ corner and the message board on Sollae Systems’ web site or send us an email

at the following address:

® E-mail: support@eztcp.com

® Website Address for Customer Support: https://www.eztcp.com/en/support/

6.2 Warranty

6.2.1 Refund

Upon the customer’s request to refund the product within two weeks after purchase,

Sollae Systems will refund the product.

6.2.2 Free Repair Services

For product failures occurring within 2 years after purchase, Sollae Systems provides free
repair services or product exchange. However, if the product failure is due to user’s fault,

repair service fees will be charged or the product will be replaced at user’s expense.
6.2.3 Charged Repair Services

For product failures occurring after the warranty period (2 years) or resulting from user's

fault, repair service fees will be charged and the product will be replaced at user’s expense.
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7 Precaution and Exemption from Liability

7.1 Precaution

® Sollae Systems is not responsible for product failures occurring due to user's alternation of

the product.

® Specifications of the product are subject to change without prior notice for performance

improvement.

® Sollae Systems does not guarantee successful operation of the product if the product was

used under conditions deviating from the product specifications.
® Reverse engineering of firmware and applications provided by Sollae Systems is prohibited.

® Use of firmware and applications provided by Sollae Systems for purposes other than those

for which they were designed is prohibited.

® Do not use the product in an extremely cold or hot place or in a place where vibration is

severe.
® Do not use the product in an environment in which humidity is high or a lot of oil exists.
® Do not use the product where there is caustic or combustible gas.

® Sollae Systems does not guarantee normal operation of the product under the conditions

a lot of noise exists.

® Do not use the product for a purpose that requires exceptional quality and reliability
relating to user's injuries or accidents — aerospace, aviation, health care, nuclear power,

transportation, and safety purposes.

® Sollae Systems is not responsible for any accident or damage occurring while using the

product.
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7.2 Exemption from Liability

7.2.1 English version

In no event shall Sollae Systems Co., Ltd. and its distributors be liable for any damages
whatsoever (including, without limitation, damages for loss of profit, operating cost for
commercial interruption, loss of information, or any other financial loss) from the use or
inability to use the IDIS-200 even if Sollae Systems Co., Ltd. or its distributors have been

informed of such damages.

The IDIS-200 is not designed and not authorized for use in military applications, in nuclear
applications, in airport applications or for use in applications involving explosives, or in
medical applications, or for use in security alarm, or for use in a fire alarm, or in applications
involving elevators, or in embedded applications in vehicles such as but not limited to cars,

planes, trucks, boats, aircraft, helicopters, etc..

In the same way, the IDIS-200 is not designed, or intended, or authorized to test, develop,
or be built into applications where failure could create a dangerous situation that may
result in financial losses, damage to property, personal injury, or the death of people or
animals. If you use the IDIS-200 voluntarily or involuntarily for such unauthorized
applications, you agree to subtract Sollae Systems Co., Ltd. and its distributors from all

liability for any claim for compensation.

Sollae Systems Co., Ltd. and its distributors entire liability and your exclusive remedy shall
be Sollae Systems Co., Ltd. and its distributors option for the return of the price paid for,

or repair, or replacement of the IDIS-200.

Sollae Systems Co., Ltd. and its distributors disclaim all other warranties, either expressed
or implied, including, but not limited to, the implied warranties of merchantability and
fitness for a particular purpose, with respect to the IDIS-200 including accompanying

written material, hardware and firmware.
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7.2.2 French version

® Documentation
La documentation du boitier IDIS-200 est congue avec la plus grande attention. Tous les
efforts ont été mis en ceuvre pour éviter les anomalies. Toutefois, nous ne pouvons garantir
que cette documentation soit a 100% exempt de toute erreur. Les informations présentes
dans cette documentation sont données a titre indicatif. Les caractéristiques techniques
peuvent changer a tout moment sans aucun préavis dans le but d'améliorer la qualité et

les possibilités des produits.

® Copyright et appellations commerciales
Toutes les marques, les procédés, les références et les appellations commerciales des

produits cités dans la documentation appartiennent a leur propriétaire et Fabricant respectif.

® Conditions d'utilisations et limite de responsabilité

En aucun cas Sollae Systems Co., Ltd. ou un de ses distributeurs ne pourra étre tenu
responsable de dommages quels qu'ils soient (intégrant, mais sans limitation, les
dommages pour perte de bénéfice commercial, interruption d'exploitation commerciale,
perte d'informations et de données a caractére commercial ou de toute autre perte
financiére) provenant de |'utilisation ou de l'incapacité a pouvoir utiliser le boitier IDIS-200,
méme si Sollae Systems Co., Ltd. ou un de ses distributeurs a été informé de la possibilité

de tels dommages.

Le boitier IDIS-200 est exclusivement prévu pour un usage en intérieur, dans un
environnement sec et non poussiéreux. Le boitier IDIS-200 n'est pas prévu, ni autorisé pour
étre utilisé en extérieur, ni de facon embarquée dans des engins mobiles de quelque nature
que ce soit (voiture, camion, train, avion, etc...), ni en milieu explosif, ni dans des enceintes
nucléaires, ni dans des ascenseurs, ni dans des aéroports, ni dans des enceintes hospitaliers,
ni pour des applications a caractére médical, ni dans des dispositifs de détection et d'alerte
anti-intrusion, ni dans des dispositifs de détection et d'alerte anti-incendie, ni dans des

dispositifs d'alarme GTC, ni pour des applications militaires.

De méme, le boitier IDIS-200 n'est pas congu, ni destiné, ni autorisé pour expérimenter,
développer ou étre intégré au sein d'applications dans lesquelles une défaillance de celui-
ci pourrait créer une situation dangereuse pouvant entrainer des pertes financieres, des

dégats matériel, des blessures corporelles ou la mort de personnes ou d'animaux. Si vous
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utilisez le boitier IDIS-200 volontairement ou involontairement pour de telles applications
non autorisées, vous vous engagez a soustraire Sollae Systems Co., Ltd. et ses distributeurs

de toute responsabilité et de toute demande de dédommagement.

En cas de litige, I'entiére responsabilité de Sollae Systems Co., Ltd. et de ses distributeurs
vis-a-vis de votre recours durant la période de garantie se limitera exclusivement selon le
choix de Sollae Systems Co., Ltd. et de ses distributeurs au remboursement de votre produit
ou de sa réparation ou de son échange. Sollae Systems Co., Ltd. et ses distributeurs

démentent toutes autres garanties, exprimées ou implicites.

Tous les boitiers IDIS-200 sont testés avant expédition. Toute utilisation en dehors des
spécifications et limites indiquées dans cette documentation ainsi que les court-circuit, les
chocs, les utilisations non autorisées, pourront affecter la fiabilité, créer des
dysfonctionnements et/ou la destruction du boitier IDIS-200 sans que la responsabilité de
Sollae Systems Co., Ltd. et de ses distributeurs ne puissent étre mise en cause, ni que le

boitier IDIS-200 puisse étre échangé au titre de la garantie.

® Rappel sur I'évacuation des équipements électroniques usagés

Le symbole de la poubelle barré présent sur le boitier IDIS-200 indique que vous ne
pouvez pas vous débarrasser de ce dernier de la méme facon que vos déchets courants.
Au contraire, vous étes responsable de ['évacuation du boitier IDIS-200 lorsqu'il arrive
en fin de vie (ou qu'il est hors d'usage) et a cet effet, vous étes tenu de le remettre a
un point de collecte agréé pour le recyclage des équipements électriques et électroniques
usagés. Le tri, I'évacuation et le recyclage séparés de vos équipements usagés permettent
de préserver les ressources naturelles et de s'assurer que ces équipements sont recyclés
dans le respect de la santé humaine et de I'environnement. Pour plus d‘informations sur
les lieux de collecte des équipements électroniques usagés, contacter votre mairie ou votre

service local de traitement des déchets.
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8 Revision History

Date Version History Author
2016.03.18 1.0 O Initial release Amy Kim
2016.05.25 1.1 O Changed default password Amy Kim

O Updated URLs of websites
2022.08.26. 1.2 O Removed the Components section Roy Lee
O Removed the Related materials section
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