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1 Introduction

1.1 SSL (Secure Socket Layer)

The Secure Socket Layer (SSL), developed by Netscape Company, was originally designed for
secure electronic commerce and other Web transactions on the Internet. It was standardized as
TLS (Transport Layer Security) by IETF (Internet Engineering Task Force) developing and promoting
Internet standards. The latest version of SSL and TLS is the 3.0 and 1.0 respectively.

1.2 SSL with the ezTCP

The ezTCP guarantees the security of communications on the Internet by supporting SSL 3.0 /
TLS 1.0. This application note introduces how to use “SSL" feature for CSE-M32, CSE-H20, CSE-H21,
CSE-M73 and CSE-H25.

Sul=E Sollae Systems Co., Ltd. -2- http://www.ezTCP.com



http://www.eztcp.com/

SSL (Secure Socket Layer) Ver. 1.3

2.1 Limitations

® Cannot use SSL feature in "U2S — UDP" Communication Mode

® User cannot use the following features
SSH and Telnet COM Port Control(RFC2217)

® Restrictions while using SSL feature on each product

<CSE-M32, CSE-H20, CSE-H21>
Maximum baud rate of serial port is the 115,200bps / COM2 serial port is disabled

<CSE-M73, CSE-H25>
Maximum baud rate of serial port is the 115,200bps / "Multi Monitoring” feature is
disabled

2.2 Set up “SSL” feature

2.2.1 Overview

SSL function can be used TCP server as well as TCP client mode. In the case of TCP client mode,
just check [SSL] in "Option" tab of ezManager. Then you can make SSL connection. On the other

hand, you should connect on Telnet and make certification when using TCP server mode.
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2.2.2 Setting with ezManager
Check [SSL] in “OPTION" tab of ezManager.
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Figure 2-1 Setting "SSL" option

2.2.3 SSL certificate generation
® Connect to TELNET console by a TELNET client.

r |
{8 10.1.0.1:23 - Tera Term VT [EESREE

File Edit Setup Centrol Window Help

?SE—HES Wanagement Console w1.7E Sollae Svstems -
shx= i
(o

Figure 2-2 connect to TELNET console

@  Entering a password is required if you set a password to your product. Starting with

firmware version 2.0A, you need to enter "sollae” without setting a password.
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® The following is the telnet console command list

Item Command Descriptions
rsa keygen <key length> supporting KEY length 512/768/1024
RSA KEY rsa key Confirm generated RSA KEY
rsa test Check RSA KEY is correctly generated
. cert new Generate certificate from RSA KEY
Certificate - i .
cert view Confirm generated certificate
Save ssl save aa55cc33 Save the configuration of SSL related parameter

Table 2-1 Telnet commands for setting SSL option

® RSA KEY generation
Generate RSA KEY first for certificate generation. The ezTCP supports 512, 768 and 1024
bytes KEY length. In accordance with the KEY length, KEY generation may take a number of
minutes. Longer KEY length provides more secure communications and takes longer time
for KEY generation. For example, 1024-bit KEY length may take about 1 minute on average.

The command form is “rsa keygen <key length>" as shown below.

¥ 101.0.1:23 - Tera Term VT = (= i

File Edit Setup Control Window Help

Ishtrsa kevaan 1024 | -
average o0sec requaired to find two 512bits prime numbers, please wai

124816171926 29 31 34 37 41 44 A7 B3 BB 68 71 62 88 94 118 128 1534 136 137 143 14
9 151 157 169 172 173 176 191 193 206 209 211 212 214 227 229 236 242 268 277 286 289 29
2 EIE 319 323 326 328 331 344 346 352 358 359 361 377 379 333 386 338 397 395 409 46 fo
un

rgas find 512bits random prime g..1 24 8 11 131713 23 26 34 41 46 47 52 53 59 found
rsas B34 key pairlpublic/private key) generated.

rsal key validation OK

real rsa_server_key exist, replaced to new key

Dshz i

Figure 2-3 RSA KEY generation

This RSA KEY can check if it is correctly generated by “rsa test” command. The present

generated RSA KEY can be confirmed by “rsa key” command.

&  When you generate a new RSK KEY, the old one is replaced with the new one.
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® Digital certificate generation

If RSA KEY is generated successfully, a certificate can be generated by “cert new”

command.

Y 10.1.01:23 - Tera Term VT =)

Eile Edit Setup Control Window Help

lshfcert new
|f-ziagned host certificate...B84 done
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MOBaFw000T EvMzEyMzUSHT | aM | GEIMGsw COY DY QLGEw JLIJ EQMAAGA T UECEMHSNE )
aG¥wbj EOMAWGA 1 UEB=MFTnFt R3UxFzAYBaNYBAoTDI HvbGxh ZSBTe XNOZW 1 zMREw
DY DY EIDLEwh SZEH 1Y% | aDERMABGA 1UEA=M | MTAuMSAwl j Ex | DAeBakghk i GIw0B
COENEXNT cHEBvcnRAZEpOY34uY 20t M | GEMAOGCS0GS | b3DUEEALUL AAGHADCE | QKB
alDR/2eB nnZ2Z | TkGEOHI 92nwpGIDEPSmKPaY rHP1 i 01 c2nyHY | r3nz0l [ EhplP
shhWZ8vBnr fzu+EsGrSnlTPmk+uc 91 10§ /ZcPgi fos168G4b2pT Ju7P1 BHCvFec
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pxBFad iGESkESAN 21 nhbB34T2aNCeT i 0332 i LOTht PHBanMZW 2Ly Y hGOy DSY =
N rGE+PEp= | sVk

cert: host certificate exist, replaced to new one

Figure 2-4 Certificate generation

Unlike a TCP client, this step is required to TCP server. A new digital certificate should be

generated whenever a local IP address of ezTCP is changed, because it contains the IP

address information.

<  When you generate a new certificate, the old one is replaced with the new one.

® Save the configuration

The RSA KEY and the digital certificate have to be saved to the flash memory of ezTCP

for using SSL feature. The command form is “ss| save aa55cc33".

Y 10.10.1:23 - Tera Term VT =

File Edit Setup Control Window Help

alDR/ZeBInnZ22 | Tk GELHT 32nwpGIDEPEnkPaY rHPTi Ol c2nvlY | rnz01 |Bbp 1P
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Phiaky i dnizk4ZmpsTOBZ i MrNJJkKh3h g+3+ 263522 JDONal L wGLy Ym0 Gkaj i FYnLB
pxBFat i GS5kESANrZi XhbE4T2qNCpTi 0352 i LOTht PHNEanMZWZJLhyYYh GOy 0SY =
uZHrGE+PSp:= | sYKE

————— ENMD CERTIFICATE————

Te;t: host certificate exist, replaced to new one

S
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Figure 2-5 Save SSL configuration
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3 Examples of use

3.1 Overview

3.1.1

TCP connection type

SSL requires TCP and communication mode for TCP is as follows.

® TCP Server

T2S — TCP Server mode

TCP passive connection by “ata” command in ATC — AT Command mode

® TCP Client

COD - TCP Client mode

TCP active connection by "atd(t)” command in ATC — AT Command mode

3.2 TCP Server

3.2.1

Setting Confirmation with ezManager

Click the [Status] button of ezManager.

MAC [P |[sena

MAC Address

00 30 fo 00 00 25 Read |

Search Results (1)

0:30:£9:00:00: 25 - 10.1.0. 1

Product CSE-H25 ~ | Ver:l.7B
Network
1Pva
Local IF Address
w. 1.0 1 @ Use static [P address
) Obtain an IP Automatically (DHCF)
Subnet Mask = B
%5 . 0 ° o ) Obtain an 1P Automaticaly(PPPeE)
Gateway [P Address © F
a 0 [1] a
Obtain DNS Server Address Automaticaly

jcbm an IP From The First Recefved Packet

Dizabls Use static IP address
(@ Obtain an IP Automatical
Eut !

MAC Address -

Local IP Address !
Gateway IP Address

DhS TP Address

Wirite | I Status I Smphe Test l

- Sollae Systems Co., Ltd.

Figure 3-1 ezManager
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’ Status

Status

-

(]

FIRMWARE VERSION
CSE-H25( 1.7 Rev.B

SYSTEM UPTIME
0 days /00:14:00.92

IP4 METWORE, INFORMATION
MAC Address - 00:30:9:00:00;25
Device IP address - 10,1.0.1
Subnet mask - 255.0.0.0
Gateway -0.0.0.0
Mame Server - 0.0.0.0

TCP STATE
COM1 - LISTEM

S5L STATUS

aie -

Cipher - RSA_AES_256_CBC_SHA

SERIAL STATUS
COM1sio_rx -0, net_te-830, net_rx - 364, sio_tx -0

ARP TAELE
10.5.0.60 00:26:66:08:41:bd 43 65534

13

m

[ |Refresh Every 1 Second.!

[ Close ]

TCP/IF Connection

Mame TCP State

thy LISTEM: 23

coml LISTEM: 1470

1| 1] r
Password

IF address Conflict Detection

Figure 3-2 ezManager [Status]

Check if there is “SSL STATUS" as shown above.
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After logging in telnet console of ezTCP, check both RSA KEY and digital certificate. The related
command is “rsa key” and “cert view". Especially, check if the current IP address of ezTCP is the

same with the IP address information of the digital certificate.
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Figure 3-3 confirm RSA KEY and Certificate
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To communicate with the ezTCP whose SSL feature is enabled, a remote host must support SSL.

Confirm SSL feature by using ezVSP supporting SSL.

® Checking network environment

Configure network parameters such as IP addresses to make sure that PC can access to

ezTCP. Refer to the example which uses factory default values.

Division ezTCP PC
IP Address 10.1.0.1 10.1.0.2
Subnet Mask 255.0.0.0 255.0.0.0
Local Port 1470 -
Table 3-1 network parameters
® Setting ezVSP
Click the [Create an ezVSP Port] button of ezManager.
[l e2TCP Manager v3.3A (2013/09/11) o] B [
Seardh exTCP
. Network | Serial Port | Option
MAC [P | sena |
MAC Address com
00 0 f 00 00 25 | Read | Serial Port TR
Search Results (1) ' ' SerisiType __ TTL Gommunication Mods
. RS-232 | = TS - TCP Server -
. e~ Peer Address
19200 -
Parity Peer Port Local Port
NONE - 0 1470
Data Bits Event Byte Timeout
8 = 0 0
Stop Bit Data Frame
Data Frame Interval(10ms)
1 bit - o
Flow Control Separator
[NCGE = Separator Length Separator(HEX)
DTR/TSR [l} = o0 [ o0 | oo | o0
T Interval 0 Separator Operation
l Create an &2V5P Port I
Disable TCP Transmission Delay

‘Write Status

Simple Test

Sollae Systems Co., Ltd.

Figure 3-4 create an ezVSP port(1)
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Click the [OK] button.
Create an ezV5P Port @

-,

ezV5P Port : COM3

ezV5SP Port Option
Autostart
Keep Alive

Are you sure to make an ezVSP port with the options?

l QK i Cancel

Figure 3-5 create an ezVSP port(2)

Refer to ezVSP user manual for installing ezVSP program and detailed information.

<« ezVSP, which is Virtual Com Port Redirector, offers our customer to convert TCP/IP

data to serial like ezTCP. Please refer to the manual for details about the program.

® Confirm TCP connection
Once virtual COM port is started, SSL connection is established between ezTCP and the
VSP. Check if the connection is fine by [Status] button on ezManager.
You can find "COM1 - ESTABLISHED" in the "TCP STATE" and [State - 7(or 8)] and [Cipher

- RSA_AES 256 _CBC_SHA] in the "SSL STATUS", if the connection is fine.

IP4 METWORE INFORMATION
MAC Address - 00:30:f9:00:00:25
Device IP address - 10.1.0.1
Subnet mask - 255.0.0.0
Gateway - 0.0.0.0
Marme Server - 0.0.0.0

m

TCP STATE
COM1 - ESTABLISHED

SSL STATUS
State - 8
Cipher - RSA_AES_256_CBC_SHA

SERIAL STATUS
COM1sio rx -0, net_bx - 1660 , met_rx -728 , sio_bx -0

ARP TAELE
10.6.0.60 00:26:66:08:41:bd 22 65534 -

TCP/IP Connection

Marme TCP State

Figure 3-6 confirm TCP connection of SSL feature
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3.3 TCP Client mode

When your ezTCP is set to TCP client mode, enabling [SSL] option is only required to make SSL
connection. In this case, TCP server should available on SSL connection, too. To confirm current

SSL connection, use the [Status] button of ezManager.
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4 Revision History

Date Version Comments Author
2008.09.16 1.0 O Initial Release -
O Modify images and terms
2009.06.11 11 O Add product CSE-H25 i
2015.02.06 1.2 O Update figures . Roy LEE
O Correct some errors and expressions
2016.04.07 1.3 O Add an explanation about TELNET login Roy LEE
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