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1. Using SSL in Client Mode

To use the SSL in client mode, you must log in telnet and activate SSL.
Client mode means connecting to the server in COD or ATC mode using atd command.

For client using SSL, the target server must use SSL as well.

1.1.  Activating SSL

You can activate SSL after login as telnet client. The example below shows how to

activate SSL.

1.1.1. Setting IP Address

You must set IP addresses for your EZL-200F environment: [LOCAL IP ADDRESS],
[SUBNET MASK], and [GATEWAY IP ADDRESS].

The description in this manual assumes IP addresses for PC and EZL-200F as follows:

PC EZL-200F
Local IP Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0
Gateway [P Address 10.1.0.254 10.1.0.254

1.1.2. telnet login

Select [Run] in the Windows [Start] menu and type ‘cmd’ or ‘command’ to start DOS

session.




CWWINDOWSWsystem3IZWomd. exe

Microzoft Windows XP [Version 5.1.26881
(C> Copyright 1985-288A1 Microsoft Corp.

C:Whocuments and Settingstmhyun>

In the DOS window, enter:
‘telnet [LOCAL IP ADDRESS]’,
where [LOCAL IP ADDRESS] is the IP address of EZL-200F set in the step 1.1.1.

e.g.) telnet 10.1.0.1

The following window will be displayed after login.

a0 QW 10,101

MIC v2.2ACarm7?-1ittle?> Copyright<c> Sollae Systems Co..Ltd.
msh>

1.1.3. Activating SSL

Enter ‘env ext’ and ‘y’ for ‘SSL” to activate SSL.

s E1Y10.1.0.1

Press [ENTER] for other items.



1.1.4. Rebooting

After you set all items, the system will reboot automatically.

Even one item is updated in the console, the system will reboot automatically.

1.2. Precautions for Client SSL Communication

1.2.1. SSL Client Communication Modes

Since SSL operates over TCP protocol, communication is allowed only in the
communication modes where TCP is applied.

The communication modes which support SSL client communication include:
o COD mode

® ATC mode where ‘atd’ command is used



2. Using SSL in Server Mode

2.1.  Activating SSL

You can activate SSL after login as telnet client. The example below shows how to
activate SSL.

2.1.1. Setting IP Address

You must set IP addresses for your EZL-200F environment: [LOCAL IP ADDRESS],
[SUBNET MASK], and [GATEWAY IP ADDRESS].

The description in this manual assumes IP addresses for PC and EZL-200F as follows:

PC EZL-200F
Local IP Address 10.1.0.2 10.1.0.1
Subnet Mask 255.0.0.0 255.0.0.0
Gateway [P Address 10.1.0.254 10.1.0.254

2.1.2. telnet login

Select [Run] in the Windows [Start] menu and type ‘cmd’ or ‘command’ to start DOS

session.
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CWWINDOWSWsystem3IZWomd. exe

Microzoft Windows XP [Version 5.1.26881
(C> Copyright 1985-288A1 Microsoft Corp.

C:Whocuments and Settingstmhyun>

In the DOS window, enter:
‘telnet [LOCAL IP ADDRESS]’,
where [LOCAL IP ADDRESS] is the IP address of EZL-200F set in the step 1.1.1.

e.g.) telnet 10.1.0.1

The following window will be displayed after login.

a0 QW 10,101

MIC v2.2ACarm7?-1ittle?> Copyright<c> Sollae Systems Co..Ltd.
msh>

2.1.3. Activating SSL

Enter ‘env ext’ and ‘y’ for ‘SSL” to activate SSL.

= €Y 10,1.0.1

Press [ENTER] for other items.



2.1.4. Rebooting

After you set all items, the system will reboot automatically.

Even one item is updated in the console, the system will reboot automatically.

2.2.  Creating Keys

To use SSL in server mode, you should create a public key for the SSL client and a

private key for the SSL server.

2.2.1. telnet Login

If you are not logged in telnet, log in telnet as described in step 2.1.

2.2.2. Creating Keys

Create RSA key by using the following command.

(Command format) rsa keygen [keylength]

You can set [keylength] to 512, 768, 1024 or 2048.

Creating a key may take up to a few minutes depending on the key length, for example,

2048 bit length key will take about 5 minutes.

2 10.1.0.1

mzh>rza keygen 1824
average S5Psec required to find two 512hits prime numbers, please wait..
rza: find 512bhits random prime p..B8 1 4 7 12 15 16 24 25 36 39 48 42 45 46 49 51
52 68 66 67 Y8 BS 71 94 186 112 115 1417 121 127 138 136 144 147 151 157 162 166
189 192 285 287 211 22@ 222 231 246 249 259 261 264 267 278 276 280 287 291
312 322 327 338 331 346 352 355 357 367 369 372 376 387 394 396 397 4898 414
430 444 465 466 480 481 484 487 02 L@4 522 525 534 537 found
: find 512hits random prime g..1 3 &6 7 18 12 15 16 21 27 31 33 found
: RSA key pair{public-/private key) generated.
: key validation OK
activate key? (y-sH> Yes
write key to eeprom...done
msh>

After creating the key, you will be prompted to save the key in the flash memory. Press

‘y’ to save the key in the non-volatile memory.



2.2.3. Displaying RSA Public Key

You can display the RSA public key using ‘rsa key’ command.

key — display R8A public key

test — validate RSA key

mzh>rza key

REA public modulus: 1824 hits

+ ha:d3:1f:f3:5a: t2a:Bf :44:-c8:bl:ccicc:B2:18

27:5h:h2:6e:d5:aY:1BA:1f ¥ :h6:61:77:24:2h:hB:56
14:?A:zac:f7:94:98:24:5d:69:d3:d2:d7:a%:36:hf :61
L2:Ff5:9A:14:h8:ee:63:e5:db:46:72:33:Ah:=71:58:5h

?hieb:?6:11:37:9d:dd=6a:63:61:98:68:4a:42:Ya:5h
ab:de:ch:6B:13: tdB8:1c:97:aZ2:5d:8F:@4:39:5¢c
6f:9c:@1:6b:5d: tab:99:34:9d:6:eaz:fc:fA:57?
public exponent: 24 hits

Bi:88:81

+
+
+
+ 98:17:£2:b7:36:48:3c=fe:1b:56:3d:46:bh:=39:74:47
+
+
+

2.2.4. Testing RSA Key

You can test private and public RSA keys you have created. Use the public key to
encrypt a text. Use the private key to decrypt the encrypted text and check that both texts
are identical.

Now use the private key to encrypt a text. Use the public key to decrypt the encrypted

text and check that both texts are identical.



mzh>rza test

r=a: key validation OK

public key encryption >> private key decryption

* plain text

45f1331825c821161e5echbZ2B555edi341764735h266f 74f5d14187dc361874e4768716c21abB352
c348704368ac?a??ccadbh?081eel11b4c 9183414486051 234926d3e3436a9070F590d8541 Baed5116
aB2ba71460005e6c13d?090103c2dal129Ff9b531abchfB2h85afad323f6A8A2c1bAf2a541c?3del2
* encrypted text

8h?dcbfah?3%c164f focA??c16b1682ae8358hAd538478a61dabbh257437d7dccbcdd292c4el1BBa?
4cef521f65f74e5636dce??be2hbh64af 36aaB82568f 344f chf f87fd431d139£f71534f6f 4abh476d3
B3 7e288c51f9d50d1821dal ?falf82%e78h3bife?54%aeea?a345eaabB7?85aaf5d2f behbe2B@55F b2
c2cha2dbabd8ddbl

= decrypted text

45f1331825c821161ebech62B555edB341764735h266F 74Ff5d14187dc361874e4768716c21abB352
c348784368ac?a??ccadb?8le?elilib4c 18341 448605%1234726d3e3436a7070Ff570d8541Baedb1ib
ad82cfBPaeh?723a13d9090103c2dal129f9b531abchf@2h85afad323Ff6A8A2c1bBf2a541c93del?

private key encryption »> puhlic key decryption

= plain text
415hHB29c682727766554b7H8 341475 PEFB6747c3675b6d4633cf 2chf 58db33e4145F 309723170
27A5562dbBAc 21641 F2545h3chERE? /713 VcE287584ch?97Bee bl 7eB070d5%adI68f h8ehbAb T3 d6eAl
3e8d2071a271F507fF618136786d6224d5de6332497f645aeb564f 6860100841 2ad5584F12F b3
c?6c6eV48285d4501

* encrypted text
3aad646753e7242cc?lbeccdfd6l1e 787382327636 76638Ad667h41fch2Ieehi23acd8321821384
h25f5f292bceB2Bale?1?ecifacBhi498f 7 ed4f53d9773ablaf?82aVadbddef B641faf ?cl1bh?2%ad
G4A5525ce43952dabhde64Bf f IeaSfelbc43B8f 3451 8f edhef 77e788e43ch?c1B63A1 71 4872F 27781
2 308el179h7d7chh3

= decrypted text
415hHB29c682727766554b7H8 341475 PEFB6747c3675b6d4633cf 2chf 58db33e4145F 309723170
27A5562dbBAc 21641 F2545h3chERE? /713 VcE287584ch?97Bee bl 7eB070d5%adI68f h8ehbAb T3 d6eAl
3e8d2071a271F507fF618136786d6224d5de6332497f645aeb564f 6860100841 2ad5584F12F b3
c?6c6eV48285d4501

2.3.  Creating Certificate

The SSL server should have a certificate. You can create and use an authorized

certificate.

2.3.1. Creating Certificate

You can create a certificate using ‘cert new’ command. EZL-200F will create and sign a
certificate for ‘cert new’ command. When certificate is created, you will be prompted to
save the created certificate in the nonvolatile memory. Press ‘y’ to store the certificate in

the nonvolatile memory.



2 10.1.0.1

MI I CgDCCAhGgAwI BAgI BATANBykghkiG?uwABAQQFADGCBRKDELMAKGA1UEBWMCS 11 x
EDAOBgHUBAgTBB luY2hlh24xDjAMBgNUBAcTBUS hhUd1 MRcwFQY DUQQKEWSTh2 xs
YUUgU3 1=dGUtc=ERMABGALUECKMIUmUz ZUF y¥ 2 gx ETAPByNUBAMT CDEwL jEuMC4x
MSAwHgY JKoZ1 hucHAQkBFhFzdi Buh3JAQGU6dGNwLmNubhTAe Fudi MDA xMDEwMDA W
MDBaFwdROT EyMzEyMzUSNT 1aMI GQMQswCqY DUQQGEwJLU JEGMA4GA1UECEMHE WS j
aGUub jEOMAWGALUEBxMFTmFt RIUxFzAUBgHUBAo TD1NubGxhZE BT e KNBZW1zMREw
DY DUQQLEwhSZEN1YEJ jaDERMAS GALUEAxMIMT AuMS 4wL jExI DAe BykghkiG?wAB
CQEWERM1cHBvcnRAZA pBAY 3AuY 29 tMI Gf HABGCE gGS I h3DQEBAQUAA4GNADCELIQKE
QCeAx2ZWIuZKg? EyLHMzAI Y J1iuybtWnEB+f t mF3JCu4UhRurPnllmORdadPSi6k2
u2FS92ZAlu0S j5dtGe jHLeUhmBnS5t=ZI PP4bU j1Guz18R3uml1hE3ndl g¥2GGaEpC
elul3stgESpc2Bylol12PBEDlchSwBallrkKuZNJ126uzwlWQI DAQABoxAwWwD jAMBgNU
HEMEBTADAGH.-MABGCS gGS I h3DQEBBAUAA4GBAJ? 7o lz2qghxtG11QgPBOUE +5791F
ZNmBKSf S JodU? joubadt vyOlzJdeMgODull jgEWKe 20 j9Y kx?7EOWo kS FUwUFCasNZ
HhE kI RAEMhnTgLf AJygRmCE 9 pd jUoB632av  gBO0wA?? #15SUpF+¥Hd1f t GThHpF=dJ
TCu JH=zgBh1FTS9GG

ztore certificate? <ysN> Yes
vwrite certificate to eeprom...done
msh>

Since certificates contain IP address information, you have to create a new certificate

whenever you change the IP address.
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3. Revision History

Date Version | Comments
Jun.13.2005 | 1.0 The first release
Dec.06.2005 | 2.0 Added revision history
Changed all fonts into Times New Roman
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